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Refs: (a) DoD Directive 5200.28, "Security Requirenents for Automatic

Dat a Processing (ADP) Systens," Decenber 18, 1972 (hereby cancel ed)

(b) DoD 5200.1-R, "Information Security Program Regul ation," June 1986,
aut hori zed by DoD Directive 5200.1, June 7, 1982

(c) DoD Directive C-5200.5, "Conmmunications Security (COMSEC) (U),"
Oct ober 6, 1981

(d) DoD Directive 5-5200.19, "Control of Conproni sing Emanations (U),"
February 10, 1968

(e) through (v), see enclosure 1

A. REI SSUANCE AND PURPCSE

This Directive:

1. Reissues and revises reference (a) to update uniformpolicy in addition
to the policy set forth in reference (b) for the safeguarding of classified
sensitive unclassified, and unclassified information processed in AlSs.

2. Updates the DoD-w de program for Automated |Information System (AlS)
security.

3. Provides mandatory, mninmmAlS security requirenments. More stringent
requi rements may be necessary for sel ected systens based on an assessnent
of acceptable levels of risk.

4. Pronmptes the use of cost-effective, conputer-based (e.g., hardware,
software, and firmware controls) security features for AlSs. However, it
i s enphasi zed that system users have a personal responsibility to protect
classified informati on under subparagraph 10-101.a. of reference (b).

5. Requires a nore accurate specification of overall DoD security
requi rements for AlSs that process classified or sensitive unclassified
i nformation.

6. Stresses the inportance of a life-cycle nanagenent approach to
i mpl ementing computer security requirements.

B. APPLI CABI LI TY AND SCOPE

1. This Directive applies to the Ofice of the Secretary of Defense (0OSD),
the Mlitary Departments and the Mlitary Services within those
Departnents, the Joint Chiefs of Staff (JCS), the Joint Staff, the Unified
and Specified Conmands, the Defense Agencies, the DoD Field Activities,
and such other offices, Agencies, activities, and commands as nay be
establ i shed or designated by |law, by the President, or by the Secretary of
Def ense (hereafter referred to collectively as "DoD Conponents").

2. This Directive applies to the follow ng classes of information:

a. Classified information. Thereby, supplementing DoD 5200.1-R (reference



(b)) for such information when contained in the AlSs.

b. Sensitive unclassified information.

cC. Uncl assified i nformati on.

3. This Directive applies to all AlISs including stand-al one systens,
communi cati ons systens, and computer network systens of all sizes, whether
digital, analog, or hybrid; associated peripheral devices and software;
process control conputers; enbedded computer systens; conmunications

swi tching computers; personal conputers; intelligent terminals; word
processors; office automation systens; application and operating system
software; firmmnare; and other AlIS technol ogi es, as nay be devel oped.

4. This Directive, reference (b), and DoD Directive C-5200.5 (reference
(c)) apply to transm ssion and conmmuni cati ons nedi a connecti ng conponents
of or to an Al S

5. This Directive, DoD Directive 5-5200.19 (reference (d)), NACSI 5004
(reference (e)), and NACSI 5005 (reference (f)) apply to the emanati ons
security requirenments of AlSs.

6. This Directive and DCID No. 1/16 (reference (g)) apply to Al Ss
processing foreign intelligence and/or counterintelligence information.

7. This Directive and SM 13-83 (reference (h)) apply to Al Ss processing
Single Integrated Operational Plan-Extrenmely Sensitive Information (SIOP-
ESI) .

8. This Directive and DoD Instruction 5215.2 (reference (i)) apply to the
reporting and di ssemi nation of AlS technical vulnerabilities and
correcti ve measures.

9. All AISs that handle classified, sensitive unclassified, or

uncl assified i nformati on shall conply with the pertinent requirenents of
this Directive. Unless otherw se required by the Designated Approving
Authority (DAA), AlSs that neet any of the follow ng conditions shall be
excl uded from neeting policy subsections D.5. through D.7., below, of this
Directive:

a. AlSs that are operated only in the dedicated security node.

b. Personal computers, word processors, and simlar stand-alone AlSs in
which it technically is not feasible to configure the equipnent to support
internal security controls. Such AISs may be characterized as being single
-state machines without a privileged instruction set or nenory | ock
features, and shall be operated only in the dedicated node.



c. An AlIS that is enbedded in a larger systemand is not renoved easily,
is without users, and nornmally receives input from or gives output only
to, other parts of the system

10. AlI'S networks must be exami ned on a case-by-case basis for application
of policy in this Directive. The DAA for the network should obtain

gui dance through established conmand channels, fromthe National Security
Agency. (NSA), or where applicable, fromthe Defense Intelligence Agency
(DI'A) on evaluation and accreditation (see enclosure 5).

C. DEFI NI TI ONS

Terms used in this Directive are defined in enclosure 2.

D. POLICY

It is DoD policy that:

1. Classified information and sensitive unclassified information shall be
safeguarded at all times while in AlSs. Safeguards shall be applied so
that such information is accessed only by authorized persons, is used only
for its intended purpose, retains its content integrity, and is marked
properly as required. When classified information is involved, the
information security requirements in DoD 5200.1-R (reference (b)) shall be
nmet .

2. Unclassified information while in Al Ss shall be safeguarded agai nst
tanmpering, |oss, and destruction and shall be avail able when needed. This
is necessary to protect the DoD investnment in obtaining and using
information and to prevent fraud, waste, and abuse. Suggested safeguards
for unclassified information are in O3 Circular No. A-130 (reference (j)),
and include applicable personnel, physical, administrative, and technical
controls.

3. The safeguarding of information and Al S resources (agai nst sabot age,
tanpering, denial of service, espionage, fraud, misappropriation, nisuse,
or rel ease to unauthorized persons) shall be acconplished through the
conti nuous enploynent of safeguards consisting of admi nistrative,
procedural, physical and/or environnental, personnel, conmunications
security, emanations security, and computer security (i.e., hardware,
firmvare, and software), as required. The mx of safeguards sel ected shal
achieve the requisite |level of security or protection.

4. The m x of safeguards selected for an Al'S that processes classified or
sensitive unclassified information shall ensure the AI'S neets the m ni mum
requirements as set forth in enclosure 3. These nininumrequirenments shal
be met through automated and nmanual means in a cost-effective and

i ntegrated manner. An analysis shall be perfornmed using enclosure 4 to
identify any additional requirenents over and above the set of mi ninum
requi rements



5. Conmputer security features of conmercially produced products and

Gover nnment - devel oped or -derived products shall be evaluated (as
requested) for designation as trusted conmputer products for inclusion on
t he Eval uated Products List (EPL). Evaluated products shall be designated
as neeting security criteria maintained by the National Conputer Security
Center (NCSC) at NSA defined by the security division, class, and feature
(e.g., B, Bl, access control) described in DoD 5200.28-STD (reference

(k))-

6. The followi ng tinmetable shall be adhered to:

a. Al AISs that process or handle classified and/or sensitive

uncl assified i nformati on and that require at |east controlled access
protection (i.e., class C2 security), based on the risk assessnent
procedure described in enclosure 4, shall inplement required security
features by 1992.

b. If security features above class C2 are required for an Al'S, based on
the risk assessnent procedure described in enclosure 4, a timetable for
neeting these nore stringent requirements shall be determ ned on an

i ndi vi dual system basis and subnmitted to the DAA for approval. These
requi rements shall be met either by inplementing trusted computer products
listed on the EPL or by using a product not on the EPL that has security
features that meet the level of trust required for the AIS. In either
case, to assess whether adequate security measures have been taken to
permit the AIS to be used operationally, an accreditation nust be
accompl i shed and approved by the cogni zant DAA.

7. There are cases where introduction of additional conputer-based
security features, according to the schedul e given in subsection D.6.
above, for an existing AIS or an AlS already under devel opnent, nmay be
prohibitively expensive, tine-consum ng, unsound technically, or adversely
may i npact operational effectiveness to an unacceptable degree. |In such
cases, the follow ng shall apply:

a. Oher safeguards (e.g., physical controls, adm nistrative controls,
etc.) may be substituted as long as the requisite | evel of systemsecurity
or protection, as determned by the DAA, is attained

b. Exceptions to subsection D.6., above, nmay be authorized only by the
DoD Conponent Head, or a senior DAA appointed by the DoD Conponent Head.
Such aut horization shall be based on a witten deternination that one or
nore of the conditions of subsection D.7., above, exists. Exceptions shal
be revi ewed at each reaccreditation.

8. \When Al Ss managed by different DAAs are interfaced or networked, a
menor andum of agreement (MOA). is required that addresses the
accreditation requirements for each AIS involved. The MOA should include
description and classification of the data; clearance |evels of the users;
desi gnati on of the DAA who shall resolve conflicts anong the DAAs; and

saf eguards to be inplenented before interfacing the AISs. MOAs are



requi red when one DoD Conponent's AIS interfaces with another AIS within
the same DoD Conponent or in another DoD Conponent and when a contractor's
AlS interfaces with a DoD Conmponent's AlS or to another contractor's Al'S

a. For a nmulti-user telecomunications network (e.g., the Defense Data
Net work or the World Wde Mlitary Command and Control System

I nterconputer Network), a DAA shall be designated as responsible for the
overall security of the network and shall determ ne the security and
protection requirements for connection of AlSs to the network.

b. Necessary safeguards shall be agreed to and inplenmented and the Al Ss
accredited for interconnection before they are connected to the network.

c. The security of each AI'S connected to the network remains the
responsibility of its DAA

d. The DAA responsible for the overall security of the network shall have
the authority and responsibility to remove fromthe network any Al'S not
adhering to the security requirenments of the network.

e. It is permissible to define network interfaces and boundaries into
manageabl e subnetwor ks based upon physical or |ogical boundaries, when
there is a need to do so. Cryptographic separation and/or equival ent
computer security neasures, as defined by the NSA or the DI A where
appl i cabl e, shall be a basis for defining such network and/or subnetwork
i nterfaces or boundari es.

f. Networks, including all connected subnetworks, shall be accredited for
t he highest division and class of security required based on the concepts
and procedures in enclosures 4 and 5.

9. Security policy shall be considered throughout the life cycle of an Al'S
fromthe begi nning of concept devel opment, through design, devel opnent,
operation, and nmintenance until replacenment or disposal. A DAA shall be
desi gnated as responsible for the overall security of the AIS. The

foll owing conditions shall be net:

a. The AIS devel oper is responsible for ensuring the early and continuous
i nvol verent of the users, information system security officers, data
owners, and DAA(s) in defining and inplenmenting security requirenents of
the AIS. There shall be an evaluation plan for the Al'S show ng progress
towards nmeeting full conpliance with stated security requirements through
the use of necessary conmputer security safeguards.

b. Mandatory statenments of safeguard requirenents shall be included, as
applicable_ in the acquisition and procurenment specifications for AlSs.
The statenments shall be the result of an initial risk assessnent, and
shal |l specify the I evel of trust required under DoD 5200. 28- STD (reference

(k))-

c. No classified or sensitive unclassified data shall be introduced into
an Al'S without designation of the classification and sensitivity of the
data. Approval to enter the data shall be obtained fromthe data owner



wher e applicable.

d. The accreditation of an AI'S shall be supported by a certification
plan, a risk analysis of the AIS in its operational environment, an

eval uation of the security safeguards, and a certification report, all
approved by the DAA. Accreditation of conputers embedded in a system may
be at the system |l evel.

e. A program for conducting periodic reviews of the adequacy of the

saf eguards for operational, accredited AlSs shall be established. To the
extent possible, reviews are to be conducted by persons who are

i ndependent of the user organization and of the AlI'S operation or facility.

f. MWhere required, as specified in OMB Circular No. A-130 (reference a
program for devel opi ng and testing contingency plans shall be established.
The objective of contingency planning is to provide reasonable continuity
of Al'S support if events occur that prevent nornmal operations. The plans
shoul d be tested periodically under realistic operational conditions.

g. Changes affecting the security of an Al'S nust be anticipated. Any
changes to the AI'S or associated environnment that affect the accredited

saf eguards or result in changes to the prescribed security requirenents
shall require reaccreditation. Reaccreditation shall take place before the
revised systemis declared operational. Mnimally, an AI'S shall be
reaccredited every 3 years, regardl ess of changes.

10. Access by foreign nationals to a U S. Governnent-owned or U S.
Gover nnent - managed Al'S may be authorized only by the DoD Conponent Head,
and shall be consistent with the Departnent of Defense, the Department of
State (DoS), and the Director of Central Intelligence (DCl) policies.

11. An AIS accredited to process and/or store Sensitive Conpartnented
Information (SClI) may use aut omated neans (software, firmware, or
hardware) to permt classified non-SCl data to be extracted fromthe SCl
system for use at the non-SCl classified level. This capability is

perm ssible only if it was considered and approved as part of the security
accreditation and the AIS is operating at a mninmm security class of BL.

E. RESPONSI BI LI TI ES

1. The Assistant Secretary of Defense (Command, Control, Conmunications,
and Intelligence) (ASD(C3l)) shall

a. Oversee and review inplementation of this Directive.

b. Develop overall AIS security policies and procedures in accordance
with U S. national policies and Directives in coordination with the Under
Secretary of Defense (Policy) (USD(P)), and consistent with DoD policies



under DoD 5200.1-R (reference (b)), DoD Directive 7920.1 (reference (1)),
DCID No. 1/16 (reference (g)), and DoD Instruction 5210.74 (reference

(m).

c. Promulgate Instructions, Standards, Manuals, and other issuances, as
required, in accordance with this Directive.

d. Represent the Departnment of Defense on interagency committees engaged
in devel opnent of security policy, standards, and criteria for AlSs.

2. The Deputy Under Secretary of Defense (Policy) (DUSD(P)) shall continue
to review, oversee, and formulate overall policies that govern DoD
security practices and prograns, to include devel opi ng, coordi nating, and
presenting DoD positions on the follow ng:

a. Information Security.

b. Physical Security.

c. Personnel Security.

d. Industrial Security.

3. The Director, Defense Investigative Service (DI'S), shall inplement an
Al S security program for DoD contractor AlSs in accordance with DoD
Directive 5220.22 (reference (n)) and DoD 5220.22-R (reference (0)).

4. The Director, Defense Communi cati ons Agency (DCA), shall inplenment an
Al S security program for |ong-haul comunication systems that do not
handl e SCI and shall certify devices that perform secured or protected

t el ecommuni cati ons switching functions.

5. The Director, Defense Intelligence Agency (DI A), shall inplement a
program for the security of DoD Conmponent and DoD contractor AlSs and

networks (e.g., the DoD Intelligence Information System network) that

handl e SCI. The program shall not apply to Al Ss and networks under the
cogni zance of the National Security Agency and/or the Central Security
Servi ce (NSA/CSS).

6. The National Security Agency and/or the Central Security Service
(NSA/ CSS) shal | :

a. Inplement an AI'S security programfor all AlISs under NSA/ CSS
jurisdiction, including those of NSA/CSS contractors.

b. As requested, provide DoD Components with conmunications and conputer
security assistance and advice in support of effective AIS security
measur es.



c. Establish and maintain technical standards and criteria for evaluating
and certifying trusted conmputer products. Review, at |east yearly, DoD
5200. 8- STD (reference (k)) and provide recomendati ons for revision to the
ASD(C 1).

d. Provide training for DoD Conponents in evaluation techniques and
procedures as applicable to reference (k), and certify such DoD Conmponents
to conduct eval uations.

e. Evaluate conputer products intended for use by DoD Components or
contractors as trusted computer products. These eval uations may be
conduct ed on conputer products devel oped or derived by either industry or
Government sources. Also, performquality assurance and certify

eval uati ons perforned by DoD Conponents.

f. Mintain and publish the EPL of evaluated industry and Government -
devel oped or -derived trusted computer products.

g. Conduct, approve, and sponsor research and devel opment of techniques
and equi prrent for trusted computer products and for conputer security
eval uation and verification methods and techni ques.

h. Serve as the focal point for technical matters on using trusted
comput er products and systens and, with DoD Conponent conputer security
testing and evaluation activities, provide technical advice to the DoD
Components on using trusted products and systens.

i. Ensure that AIS security posture assessments, nade in accordance with
t he DoD conmputer security program are incorporated into NCSC goals and
obj ecti ves.

j. Annually assess the overall AISs security posture and di sseninate
information on hostile threats agai nst DoD Al Ss.

k. Operate a central technical center to provide, as requested, technica
assi stance to evaluate and certify the conputer-based security features of
Al Ss used in operational environnents

|. Prescribe the mnimmsecurity standards, nethods, and procedures for
saf eguarding an Al Ss classified and sensitive technical security material,
t echni ques, and information.

m Revi ew and approve standards, techniques, systenms, and equi prents far
tel ecommuni cati ons and automated i nformati on systens security.

7. The Joint Chiefs of Staff (JCS) shall



a. |Inplement an AI'S security programunder this Directive and SM 313-83
(reference (h)) for Al Ss of DoD Conponents and their contractors that
handl e SI OP- ESI .

b. Provide a source of education and training for managers in AlS
security through the Departnment of Defense Conputer Institute (DoDCl) of
the National Defense University (NDU) (DoD Directive 5200.2 (reference

(P)))-

8. The Heads of DoD Conponents shall

a. |Inplement and maintain an overall AI'S security program designed to
ensure conpliance with this Directive

b. Ensure that contractual requirenments to protect classified and
sensitive unclassified infornation are provided to their contractors.

c. Ensure that funding and resources are programmed for staffing,
training, and supporting for this Al'S security program and for
i mpl ement ati on of Al Ss safeguards, as required, within the DoD Conponent.

d. Assign official(s) as the DAA (e.g., senior AIS policy official)
responsi ble for accrediting each AlS under his or her jurisdiction and for
ensuring conmpliance with AI'S security requirenents.

e. Establish and maintain an Al'S security training and awareness program
for all DoD military, civilian, and contractor personnel requiring access
to Al Ss.

f. Ensure that periodic independent reviews of the security and
protection of their Al Ss are done to ensure conpliance with stated Al S
security goals. Such reviews nmay be done using the procedures in DoD
Directive 5010.38 (reference (q)).

g. Support the Conputer Security Technical Vul nerability Reporting
Program in accordance with DoD Instruction 5215.2 (reference (i)).

9. Each Designated Approving Authority (DAA) shall

a. Review and approve security safeguards of AlSs and issue accreditation
statenents for each AI'S under the DAA's jurisdication based on the
acceptability of the security safeguards for the AlS.

b. Ensure that all the safeguards required, as stated in the
accredi tation docunentation for each Al'S, are inplenmented and naintai ned.

c. ldentify security deficiencies and, where the deficiencies are serious
enough to preclude accreditation, take action (e.g., allocate additional
resources) to achieve an acceptable security |evel



d. Ensure that an Information System Security O ficer (1550) is named for
each Al'S, and that he or she receives applicable training to carry out the
duties of this function. It is recommended that the 1550 not report to
operational elenments of the AI'S over which security requirenments of this
Directive nust be enforced.

e. Require that an AlS security education and training programbe in
pl ace.

f. Ensure that data ownership is established for each AI'S, to include
accountability, access rights, and special handling requirenents.

10. Each Information System Security O ficer (1550) shall

a. Ensure that the AIS is operated, used, maintained, and disposed of in
accordance with internal security policies and practices.

b. Have the authority to enforce security policies and safeguards on al
personnel having access to the AIS for which the 1550 has cogni zance.

c. Ensure that users have the required personnel security clearances,
aut hori zation and need-to-know, have been indoctrinated, and are famliar
with internal security practices before access to the AI'S

d. Ensure that audit trails are reviewed periodically.

e. Begin protective or corrective neasures if a security problem exists.

f. Report security incidents in accordance with DoD 5200.1-R (reference
(b)) and to the DAA when an AIS is invol ved.

g. Report the security status of the AIS, as required by the DAA

h. Evaluate known vulnerabilities to ascertain if additional safeguards
are needed.

i. Mintain a plan for system security inmprovenents and progress towards
nmeeting the accreditation.

F. EFFECTI VE DATE AND | MPLEMENTATI ON

1. This Directive is effective i mediately.
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2. Accreditations nade using the requirements of the previous version of
this Directive remain valid, but shall be updated within 3 years fromthe
date of this Directive.

3. Al Ss that have started the design phase of the life-cycle process
before the date of this Directive shall be accredited within 3 years of
that date or before initial operational capability.

4. Each DoD Component Head shall forward an inplenentation plan for
compliance with this Directive to the Assistant Secretary of Defense for
Command, Control, Conmmunications and Intelligence (ASD(C3l)) within 180
days of the date of this Directive. This Directive shall be inplenmented
wi t hout new DoD Conponent i ssuances.

WlliamH Taft, IV Deputy Secretary of Defense

Enbl osures - 5 1. References 2. Definitions 3. M ninmm Security
Requi rements 4. Procedure for Determ ning M ninum Al'S Conput er - Based
Security Requirenents 5. Network Considerations
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DEFI NI TI ONS

1. Access. A specific type of interaction between a subject (i.e., person,
process, or input device) and an object (i.e., an Al S resource such as a
record, file, program output device) that results in the flow of
information fromone to the other. Also, the ability and opportunity to
obtai n know edge of classified, sensitive unclassified, or unclassified

i nformation.

2. Accountability. The property that enables activities on an AIS to be
traced to individuals who nmay then be held responsible for their actions.

3. Accreditation. A formal declaration by the DAA that the AIS is approved
to operate in a particular security node using a prescribed set. of

saf eguards. Accreditation is the official managenent authorization for
operation of an AlIS and is based on the certification process as well as

ot her managenent considerations. The accreditation statenment affixes
security responsibility with the DAA and shows that due care has been

taken for security.

4. AI'S Security. Measures and controls that safeguard or protect an Al'S
agai nst unaut hori zed (accidental or intentional) disclosure, nodification,
or destruction of Al Ss and data, and denial of service. AIS security

i ncl udes consideration of all hardware and/or software functions,
characteristics, and/or features; operational procedures, accountability
procedures, and access controls at the central conmputer facility, renpte
computer, and terminal facilities; nmanagenent constraints; physica
structures and devi ces; and personnel and comunication controls needed to
provi de an acceptable level of risk for the AIS and for the data and
information contained in the AIS. It includes the totality of security

saf eguards needed to provide an acceptable protection |level for an AI'S and
for data handled by an AI'S

5. Assurance. A neasure of confidence that the security features and
architecture of an AI'S accurately nediate and enforce the security policy.
If the security features of an AIS are relied on to protect classified or
sensitive unclassified information and restrict user access, the features
must be tested to ensure that the security policy is enforced and may not
be circunvented during Al'S operation.

6. Audit. An independent review and exami nation of systemrecords and
activities to test for adequacy of systemcontrols, to ensure conpliance
wi th established policy and operational procedures, and to reconmend any
i ndi cated changes in controls, policy, or procedures.

7. Audit Trail. A chronological record of systemactivities that is
sufficient to enable the reconstruction, review ng, and exam nation of the
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sequence of environments and activities surrounding or |eading to an
operation, a procedure, or an event in a transaction fromits inception to
final results.

8. Automated Information Systems (AISs). An assenbly of conputer hardware,
software, and/or firmvare configured to collect, create, comrunicate,
comput e, disseninate, process, store, and/or control data or information.

9. Category. A grouping of classified or sensitive unclassified
information to which an additional restrictive label is applied for
signi fying that personnel are granted access to the information only if
they have formal access approval or other applicable authorization (e.qg.
proprietary information, for official use only, conpartnented

i nformation).

10. Certification. The technical evaluation of an AlSs security features
and ot her safeguards, made in support of the accreditation process, which
establi shes the extent that a particular Al'S design and inplenmentation
neet a set of specified security requirenents.

11. Classified Information. Information or material that is (a) owned by,
produced for or by, or under the control of the U S. Government; and (b)
determ ned under E. O 12356 (reference (r)), or prior orders, DoD 5200.1-R
(reference (b)), to require protection against unauthorized disclosure;
and so desi gnat ed.

12. Conputer. A machine capable of accepting, perform ng cal cul ati ons on
or otherwi se mani pul ating or storing data. It usually consists of
arithmetic and logical unit, and a control unit, and may have input and
out put devi ces and storage devices.

13. Data. A representation of facts, concepts, information, or
instructions suitable for comunication, interpretation, or processing by
humans or by an Al S.

14. Data Integrity. The state that exists when data is unchanged fromits
source and accidentally or maliciously has not been nodified, altered, or
destroyed.

15. Data Owner. The authority, individual, or organization who has
original responsibility for the data by statute, Executive order, or
Directive.

16. Dedicated Security Mdde. A node of operation wherein all users have
the cl earance or authorization and need-to-know for all data handl ed by
the AIS. If the AI'S processes special access information, all users
require formal access approval. In the dedicated node, an AlS may handle a
single classification | evel and/or category of information or a range of
classification levels and/or categories.

17. Denial of Service. Action or actions that result in the inability of
an Al'S or any essential part to performits designated mission, either by
| oss or degradation of operational capability.



18. Designated Approving Authority (DAA). The official who has the
authority to decide on accepting the security safeguards prescribed for an
AlS or the official who may be responsible for issuing an accreditation
statenent that records the decision to accept those safeguards. The DAA
must be at an organi zational |evel, have authority to evaluate the overal
m ssion requirements of the AIS, and to provide definitive directions to
Al S devel opers or owners relative to the risk in the security posture of
the AlS.

19. Enbedded System An enbedded systemis one that perfornms or controls a

function, either in whole or in part, as an integral element of a larger
system or subsystem (e.g., ground support equipnent, flight simulators,
engi ne test stands, or fire control systens).

20. Eval uated Products List (EPL). A docunented inventory of equipnents,
hardware, software, and/or firmwvare that have been eval uated agai nst the
evaluation criteria found in DoD 5200. 28-STD (reference (k)).

21. Features. (See Security Features, definition 40., below)

22. Formal Access Approval. Docunented approval by a data owner to all ow
access to a particular category of information.

23. Handled By. The term "handl ed by" denotes the activities performed on
data in an Al'S, such as collecting, processing, transferring, storing,
retrieving, sorting, transmtting, dissem nating, and controlling.

24. Information. Know edge such as facts, data, or opinions, including
nunerical, graphic, or narrative forms, whether oral or maintained in any
medi um

25. Information System The organi zed col |l ection, processing,
transm ssion, and di ssem nation of information in accordance with defined
procedures, whether automated or manual .

26. Information System Security O ficer (1550). The person responsible to
the DAA for ensuring that security is provided for and inplemented

t hroughout the life cycle of an AIS fromthe begi nning of the concept
devel opment phase through its design, devel opnent, operation, naintenance,
and secure disposal.

27. Intelligent Terminal. A terminal that is programmble, able to accept
peri pheral devices, able to connect with other term nals or conputers,
abl e to accept additional memory, or which may be nodified to have these
characteristics.
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28. Multilevel Security Mbde. A node of operation that allows two or nore
classification levels of information to be processed sinmultaneously within
the same system when not all users have a clearance or formal access
approval for all data handl ed by the Al S

29. Need-to-Know. A determination made in the interest of U S. national
security by the custodian of classified or sensitive unclassified

i nformation, which a prospective recipient has a requirenent for access
to, knowl edge of, or possession of the information to perform official
tasks or services.

30. Network. A network is conposed of a comruni cations nedi um and al
components attached to that medi um whose responsibility is the
transference of information. Such components may include Al Ss, packet
swi tches, tel ecommunications controllers, key distribution centers, and
techni cal control devices.

31. Orange Book Termi nol ogy. Reference (k), also called the Orange Book
classifies AlSs into four broad hierarchical divisions of security
protection. Wthin divisions C and B there are further subdivisions called
cl asses. These classes also are ordered in a hierarchical manner
characterized by the set of conmputer security features they possess (see
Security Features, definition 40., bel ow).

32. Partitioned security Mode. A node of operation wherein all personne
have the cl earance, but not necessarily formal access approval and need-to
-know, for all information handled by the AIS. This security node
enconmpasses the conpartmented nmode defined in DCID No. 1/16, reference

(9).

33. Periods Processing. A manner of operating an AIS in which the security
node of operation and/or nmaxi num classification of data handled by the Al'S
is established for an interval of time (or period) and then changed for

the following interval of tine. A period extends from any secure
initialization of the AIS to the conpletion of any purging of sensitive
data handl ed by the AI'S during the period.

34. Purge. Renpval of sensitive data froman AIS at the end of a period of
processing, including fromAIS storage devices and ot her periphera

devices with storage capacity, in such a way that there is ensurance
proportional to the sensitivity of the data that the data may not be
reconstructed. An AlS nust be disconnected from any external network

bef ore a purge.

35. Risk. A combination of the Iikelihood that a threat shall occur, the
i kelihood that a threat occurrence shall result in an adverse inpact, and
the severity of the resulting adverse inpact.

36. Risk Analysis. An analysis of system assets and vulnerabilities to
establish an expected |l oss fromcertain events based on estinated
probabilities of occurrence.

37. Risk Index. The disparity between the m ni mum cl earance or
aut hori zati on of Al'S users and the maxi num sensitivity (e.g.,



classification and categories) of data handl ed by the AlS.

38. Ri sk Managenent. The total process of identifying, neasuring, and
m nimzing uncertain events affecting AlS resources. It includes risk
anal ysis, cost benefit analysis, safeguard selection, security test and
eval uati on, safeguard inplementation, and systens review.

39. Safeguards. (See Security Safeguards, definition 42., below)

40. Security Features. The security-relevant functions, nmechani snms, and
characteristics of AIS hardware and software (e.g., identification,
aut hentication, audit trail, access control).

41. Security Mdde. A node of operation in which the DAA accredits an Al S
to operate. Inherent with each of the four security nodes (dedicated
system high, nultilevel, and partitioned) are restrictions on the user

cl earance |l evels, formal access requirenents, need-to-know requirenents,
and the range of sensitive information permitted on the AlS.

42. Security Safeguards. The protective nmeasures and controls that are
prescribed to neet the security requirements specified for an AlIS. These
saf e-guards may include, but are not necessarily linmted to, hardware and
software security features; operation procedures; accountability
procedures; access and distribution controls; nanagenent constraints;
personnel security; and physical structures, areas, and devices.

43. Sensitive Compartrmented Information (SCl). Classified information
about or derived fromintelligence sources, methods, or analytica
processes that is required to be handl ed exclusively within formal access
control systens established by the Director, Central Intelligence.

44. Sensitive Unclassified Information. Any information the |oss, m suse,
or unaut horized access to, or nodification of which, adversely night
affect U.S. national interest, the conduct of DoD prograns, or the privacy
of DoD personnel (e.g., FO A exenpt information and information whose
distribution is linmted by DoD Directive 5230.24 (reference (s))).

45. SIOP-ESI. An acronym for Single Integrated Operational Plan-Extrenely
Sensitive Information, a DoD Special Access Program

46. Special Access Program Any program i nposi ng need-to-know or access
controls beyond those normally required for access to Confidenti al
Secret, or Top Secret information. Such a programincludes, but is not
limted to, special clearance of investigative requirenents, specia

desi gnation of officials authorized to determ ne need-to-know, or special
lists of persons determned to have a need-to-know.

47. System High Security Mdde. A node of operation wherein all users
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havi ng access to the Al'S possess a security clearance or authorization,
but not necessarily a need-to-know, for all data handled by the AIS. |If
the AI'S processes special access information, all users must have fornal
access approval .

48. Tel ecommuni cations. Under this Directive, a general term expressing
data transni ssion between conputing systens and remptely | ocated devices
via a unit that perforns the necessary format conversion and controls the
rate of transni ssion.

49. Trusted Products. Products eval uated and approved for inclusion on the
Eval uat ed Products List (EPL).

50. Unclassified Information. Any information that need not be safeguarded
agai nst di sclosure, but nust be safeguarded agai nst tanpering,

destruction, or loss due to record value, utility, replacenent cost or
susceptibility to fraud, waste, or abuse.

51. Users. People or processes accessing an AlS either by direct
connections (i.e., via termnals) or indirect connections (i.e., prepare
i nput data or receive output that is not reviewed for content or
classification by a responsible individual).

M NI MUM SECURI TY REQUI REMENTS

A. M NI MUM SECURI TY REQUI REMENTS. The followi ng m ni mum requirenents shal
be met through automated or manual means in a cost-effective manner and
i ntegrated fashion:

1. Accountability. There shall be in place safeguards to ensure each
person having access to an AlS may be held accountable for his or her
actions on the AIS. There shall be an audit trail providing a docunmented
hi story of DAIS use. The audit trail shall be of sufficient detail to
reconstruct events in determ ning the cause or mmgni tude of conpromni se
shoul d a security violation or malfunction occur. To fulfill this

requi rement, the manual and/or automated audit trail shall docunent the
fol | owi ng:

a. The identity of each person and device having access to the Al S

b. The tinme of the access.

c. User activity sufficient to ensure user actions are controlled and
open to scrutiny.

d. Activities that m ght nmodify, bypass, or negate safeguards controlled
by the Al S.

e. Security-relevant actions associated with periods processing or the
changi ng of security levels or categories of information.



DAAs shall cause a review to be nade of audit trails associated with the
Al S(s) over which the DAAs have cogni zance to deterni ne an adequate
retention period for the audit information. The decision to require an
audit trail of user access to a stand-alone, single-user AIS (e.g.,
personal computer (PC), nmenory typewiter, drafting machine) should be
left to the discretion of the DAA

2. Access. There shall be in place an access control policy for each AlS.
It shall include features and/or procedures to enforce the access contro
policy of the information within the AIS. The identify of each user

aut hori zed access to the AI'S shall be established positively before

aut hori zi ng access.

3. Security Training and Awareness. There shall be in place a security
training and awareness programwith training for the security needs of al
persons accessing the AIS. The program shall ensure that all persons
responsible for the AIS and/or information, therein, and all persons who
access the AIS are aware of proper operational and security-rel ated
procedures and ri sks.

4. Physical Controls. AIS hardware, software, and docunentation, and al
classified and sensitive unclassified data handl ed by the AlS shall be
protected to prevent unauthorized (intentional or unintentional)

di scl osure, destruction, or modification (i.e., data integrity shall be
mai nt ai ned). The | evel of control and protection shall be comensurate
with the maxi num sensitivity of the information and shall provide the nost
restrictive control measures required by the data to be handled. This

i ncl udes havi ng personnel, physical, admnistrative, and configuration
controls. Additionally, protection against denial of service of AI'S
resources (e.g., hardware, software, firmvare, and i nformation) shall be
consistent with the sensitivity of the information handled by the AlS.
Uncl assified hardware, software, or docunentation of an AI'S shall be
protected if access to such hardware, software, or docunmentation reveals
classified information, or access provides information that nay be used to
elimnate, circunvent, or otherw se render ineffective the security
safeguards for classified information. Software devel opment and rel ated
activities (e.g., systems analysis) shall be controlled by physica
controls (e.g., two-person control) and protected when it is determ ned
that the software shall be used for handling classified or sensitive

uncl assified data.

5. Marking. Classified and sensitive unclassified output shall be marked
to accurately reflect the sensitivity of the information. Requirenents for
security classification and applicable markings for classified information
are set forth in DoD 5200.1-R (reference (b)). The marking may be
automated (i.e., the AIS has a feature that produces the markings) or may
be done manual ly. Autonmated nmarkings on output nust not be relied on to be
accurate, unless the security features and assurances of the AI'S neet the
requirements for a mninumsecurity class Bl as specified in DoD 5200. 28-
STD (reference (k)). If Bl is not nmet, but automated controls are used,

all output shall be protected at the highest classification |evel of the

i nformati on handl ed by the AlIS until manually reviewed by an authori zed
person to ensure that the output was marked accurately with the



classification and caveats. All nedia (and containers) shall be marked and
protected comrensurate with the requirements for the highest security
classification level and nost restrictive category of the information ever
stored until the media are declassified (e.g., degaussed or erased) using

a DoD- approved net hodol ogy set forth in the DoD AI'S Security Manual, DoD
5200. 28-M (reference (t)), or unless the information is declassified or
downgraded in accordance with reference (b).

6. Least Privilege. The AIS shall function so that each user has access to
all of the information to which the user is entitled (by virtue of

cl earance, formal access approval), but to no nore. |In the case of "need-
to- know' for classified information, access nust be essential for
accompl i shment of |awful and authorized Government purposes.

7. Data Continuity. Each file or data collection in the AIS shall have an
i dentifiable source throughout its life cycle. |Its accessibility,

mai nt enance, novenent, and di sposition shall be governed by security

cl earance, formal access approval, and need-to-know.

8. Data Integrity. There shall be safeguards in place to detect and
m ni m ze i nadvertent nodification or destruction of data, and detect and
prevent malicious destruction or nodification of data.

9. Contingency Planning. Contingency plans shall be devel oped and tested
in accordance with OMB Circular No. A-130 (reference (j)) to ensure that
Al S security controls function reliably and, if not, that adequate backup
functions are in place to ensure that security functions are maintained
continuously during interrupted service. |If data is nodified or destroyed
procedures must be in place to recover.

10. Accreditation. Each AIS shall be accredited to operate in accordance
with a DAA-approved set of security safeguards.

11. Ri sk Management. There should be in place a risk nanagenent programto
determ ne how nuch protection is required, how nuch exists, and the nost
econom cal way of providing the needed protection.

PROCEDURE FOR DETERM NI NG M NI MUM Al S COVMPUTER- BASED SECURI TY
REQUI REMENTS

A. RI SK ASSESSMENT PROCEDURE. The follow ng risk assessnent procedure is
extracted from CSC- STD-003-85 (reference (u)). The procedure is used to
determ ne the mninum eval uation class required for an AI'S, based on the
sensitivity of the information present in the AIS and on the cl earances of
its users. Any DoD Conponent desiring to use a different method to
accomplish the intent of this enclosure may do so, if prior approval has
been granted by the ASD(C3l).

NOTE: In the case of a network, the procedure is applied individually to
each of the AlSs in the network. The resulting evaluation class should be
taken as a mninum partial requirenent since connection of an AISto
another AlS or to a network may result in additional risks (see enclosure
5). The DAA for a network al so may decide to apply the procedure once for
the network, and deternine the evaluation class by applying the



requirements in DoD 5200.28-STD (reference (k)) to the network as a whol e.

1. Step 1. Determne System Security Mdde of Operation. The system
security node of operation for an AIS is determined as foll ows:

a. An AISis defined as operating in the dedicated security nmode if all
users have the clearance or authorization, docunmented formal access
approval , if required, and the need-to-know for all information handl ed by
the AIS. The AIS may handle a single classification |evel and/or category
of information or a range of classification |evels and/or categories. The
Al S shall be isolated electrically, logically, and physically from al
personnel and Al Ss not possessing the requisite clearance or

aut hori zation, formal access approval, if required, and need-to-know for
all of the information handl ed by the AlIS.

b. An AIS is defined as operating in the system high security node if al
users have the clearance or authorization and docunmented formal access
approval , if required, but not necessarily the need-to-know for al

i nformati on handl ed by the AlS.

c. An AISis defined as operating in the multilevel security node if not
all users have the clearance, authorization, or formal access approval, if
required, for all information handled by the AlS.

d. An AISis defined as operating in the partitioned security node if al
users possess the clearance, but not necessarily a formal access approval,
for all information handled by the AlIS.

2. Step 2. Deternmine MnimmUser Clearance or Authorization Rating. The
m ni nrum user cl earance or authorization (Rrmin) is defined as the maxi num
cl earance or authorization of the |east cleared or authorized user. Rmn
is determ ned from Table 1. The cl earances used in the following table are
defined in DoD Directive 5200.2 (reference (p)).
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TABLE 1
M NI MUM USER CLEARANCE OR AUTHORI ZATI ON SCALE

Rat i ng
Uncl eared OR Not Authorized (U) 0

Not Cl eared but Authorized Access to

Sensitive Unclassified Information (N) 1
Confidential (C 2
Secret (S) 3
Top Secret (TS) and/or Current Background

I nvestigation (Bl) 4
Top Secret (TS) and/or Current Speci al

Background | nvestigation (Bl) 5
One Category (10 6
Mul ti pl e Categories (MO 7

3. Step 3. Deternmine Maxi mum Data Sensitivity Rating. The maxi mum data
sensitivity (Rmax) is determined fromthe follow ng table:

TABLE 2
MAXI MUM DATA SENSI TI VI TY SCALE

Maxi mum
Sensitivity
Rat i ngs 2/ Maxi mum Data Sensitivity Wth
W t hout Categories Rating Cat egories 1/ Rati ng
( Rmax) ( Rmax)
Uncl assified (U) @] Not Applicable 3/
Not Cl assified but 1 N Wth One or Mire Categories 2
Sensitive 4/
Confidential (C 2 C Wth One or More Categories 3
Secret (S) 3 S Wth One or More Categories 4
Wth No Mdre Than One Category
Cont ai ni ng Secret Data
S Wth Two or More Categories 5
Cont ai ni ng Secret Data
Top Secret (TS) 5 5/ TS Wth One or More Categories 6

Wth No More Than One Category
Cont ai ni ng Secret or Top Secret

Dat a
TS Wth Two or More Categories 7
Cont ai ni ng Secret or Top Secret

Dat a

1/ The only categories of concern are those for which sone users are not
aut hori zed access. \WWen counting the number of categories, count all
categories regardless of the sensitivity |level associated with the data.
If a category is associated with nmore than one sensitivity level, it is
only counted at the highest level. Systens in which all data is in the
same category are treated as wi thout categories.

2/ \Were the nunber of categories is large or where a highly sensitive
category is involved, a higher rating nmight be warranted.

3/ Unclassified data by definition may not contain categories.



4/ Exanples of N data include financial, proprietary, privacy, and m ssion

-sensitive data. In some situations (e.g., those involving extremely |arge

financial sums or critical mission-sensitive data), a higher rating nay be
warranted. Table 2 prescribes mninmmratings.

5/ The rating increment between the Secret and Top Secret data sensitivity
l evel s is greater than the increment between other adjacent |levels. This
di fference derives fromthe fact that the |oss of Top Secret data causes
EXCEPTI ONALLY GRAVE damage to U.S. national security, whereas the |oss of
Secret data causes SERI OUS damage

4. Step 4. Determine Risk Index. The risk index depends on the rating
associated with the AlS m ni mum user clearance (Rmin) and the rating
associ ated with the maxi mum cl assification of the information handl ed by
the AIS (Rmax).

The risk index is conputed as follows:

a. Case a. If RmMnis |ess than Rrax, then the risk index is determ ned
by subtracting Rmin from Rmax.

Ri sk I ndex = Rmax - Rmn

NOTE: There is one anonml ous value that results because there are two
"types" of Top Secret clearance and only one "type" of Top Secret data.
VWhen the m ni num user clearance is TS/ Bl and the maxi nrum data sensitivity
is Top Secret without categories, then the risk index is O (rather than
the value 1, which should result froma straight application of the
fornul a).

b. Case b. If Rmin is greater than or equal to Rmax, then:

Risk Index = 1, if there are categories to which some users are not
aut hori zed access, or:

Ri sk Index = 0, in all other cases.

5. Step 5. Determine Mnimm Security Evaluation Class For Conputer-Based
Controls.

a. The following table shall be used to determine the mni mum security
class required for an Al'S based on the conputed risk index in Step 4,
above. The levels in the table are those described in DoD 5200. 28- STD
(reference (k)).
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TABLE 3

COMPUTER SECURI TY REQUI REMENTS SCALE

Ri sk I ndex Security Mdde M ninum Security Cl ass 4/

O Dedicated 5/ No m nimumclass 1/, 2/ 0 SystemH gh C2 2/ 1 Miltilevel,
Bl 3/ Partitioned 2 Multilevel, B2 Partitioned 3 Multil evel B3 4
Multilevel Al 5 Multilevel * 6 Multilevel * 7 Multil evel *

I/ Although there is no prescribed mnimumclass, the integrity and denia
of service requirenents of many systens warrant at |east class Cl
protection.

2/ Aut omat ed marki ngs on output rmust not be relied on to be accurate
unl ess at |east class Bl is used. (See requirenents for marking in
encl osure 3.)

3/ \Where an AlS handl es classified or conpartnented data and some users do
not have at |east a Confidential clearance, or when there are nore than
two types of conpartnented information being handled, at |east a class B2
is required.

4/ The asterisk (*) indicates that conputer protection for environnents
with that risk index is considered to be beyond the state of current
computer security technol ogy.

5/ Mbst enmbedded systens and desk top conputers operate in the dedicated
node.

6. Step 6. Adjustnments to Computed Security Evaluation Class Required
Addi ti onal requirenments or recomrendations relevant to determning the
m ni nrum eval uati on cl ass include the foll ow ng:

a. \Where an AIS is connected to a network or to another Al'S, care should
be taken to ensure that the requirenments for accreditation of the AIS are
not violated due to the presence of the network technol ogy.

b. In the dedicated node where the AIS is connected to a network or to
another AlS, it is recommended (although not required) that at |east |eve
Cl be used. This recomendation is made because | evel Cl night provide a
nmeasure of security sufficient to prevent users fromaccidentally altering
or del eting each other's data.

c. An AlS using periods processing (i.e., operating in one or nore
security nodes and/or at one or nore security levels for certain periods
of time where acceptable sanitization procedures are inplenented between
processi ng periods) may have nore than one risk index. |In such cases, the
hi ghest value of risk index shall be used in determ ning the nininum
security feature |evel



NETWORK CONSI DERATI ONS

A. Far purposes of accreditation, a network shall be treated as either an
i nterconnection of accredited AlSs (which may be networks) or as a unified
network. These two cases are discussed bel ow

1. Case |I. Interconnections of Accredited Al Ss

a. |If a network consists of previously accredited AlSs, an MDA is

requi red between the DAA of each DoD Component AI'S and the DAA responsible
for the network (as provided in section D. of this Directive). The network
DAA nust ensure that interface restrictions and linmtations are observed
for connections between DoD Conponent Al Ss. The NCSC- TG 005 (reference
(v)) provides interface restriction and limtation that nay be applicable.
In particular, connections between accredited Al Ss nmust be consistent with
t he node of operation of each AI'S, the specific sensitivity level or range
of sensitivity levels for which each AIS is accredited, any additiona
interface constraints associated with the particular interface device used
for the connection, and any other restrictions required by the MOA

b. Each AI'S shall be assigned an accreditation range, consisting of the
set of security levels that nay be associated with data it sends over the
network connection. |If the accreditation range is nore than a single
level, the AIS reliably nust segregate data by level within its
accreditation range, and |label it accurately for transm ssion over
multilevel interfaces.

c. DAAs of DoD Conponent Al Ss should be aware that connection to a
network may invol ve additional risks because of the potential exposure of
data in their owmn AlIS to the larger community of all users of AlSs in the
network. In connections to adjacent AlSs, the operational nodes and
security nechani sms of those AlSs should be taken into consideration,
beyond the sinmple fact of their accreditation

d. Untrusted, unaccredited Al Ss, either individual conputer systens or
subnet wor ks, al so may be conponents of a network. Connections between them
and ot her conponent Al Ss are perm ssible under the same conditions in
paragraph A. 1.a., above. Only unclassified information, which does not

i nclude sensitive unclassified information, nay be sent to and fromthe
untrusted, unaccredited Al Ss.

e. Special AlSs or support, such as packet sw tching nodes and term na
access interfaces, also nust have received individual accreditation if
they carry classified or sensitive unclassified information. The network
DAA serves as the DAA for all such Al Ss.

2. Case Il. Unified Networks
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a. Some networks may be accredited as a whole without prior accreditation
of each of their conmponent AlSs. It is necessary to treat a network as
uni fi ed when some of its conponent AlSs are so specialized or dependent on
ot her conponents of the network for security support that individua
accredi tation of such conponents is not possible or nmeaningful with
respect to secure network operation. |In order to be accredited, a unified
network shall possess a coherent network security architecture and design,
and it should be developed with an attention to security requirenents,
mechani sns, and assurances conmensurate with the range of sensitivity of
information for which it is to be accredited

b. The recommended approach for accrediting a unified network is to apply
enclosure 4 to the entire network to derive an evaluation class.
Requirements to nmeet that evaluation class then are obtained from an
applicable interpretation of DoD 5200.28-STD (reference (k)), such as NCSC
-TG 005 (reference (v)).



